Meshtastic Workshop

Meshtastic is an alternative communication network
providing resilient mesh relay routing, low power
consumption, and long-range capability
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IWhat is Meshtastic and LoRa?
I How to Install Device Firmware
I Setting Up and Connecting the App
I Meshtastic and Encryption

I Optimizing the Network
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Meshtastic Workshop

The Importance of LoRa and Meshtastic for
Alternative Communication
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Meshtastic Workshop

Understanding LoRa: Long Range, Low Power,
Encrypted Communication for loT and Beyond
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Meshtastic Workshop

LoRa: A Key Technology for loT and Secure
Communication




Meshtastic Workshop
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Meshtastic Workshop

Introducing Meshtastic: The Open-Source Solution
for Decentralized Communication
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Meshtastic Workshop

Choosing the Right LoRa/Meshtastic Device

HelTec V3 / T'dec',‘ i

Custom
Solar Setup

Custom
T-beam
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Meshtastic Workshop

Setting Up Your Meshtastic Device: Power
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Meshtastic Workshop

Settmg Up Your Meshtastic Device: Firmware Install
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Meshtastic Workshop

Setting Up Your Meshtastic Device: Firmware Install
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Meshtastic Workshop

Setting Up Your Meshtastic Device: Firmware Install

D000 00C00000oOUC

INESHTASTIC
Meshtastic_3648
Set the region using the
Meshtastic Android, ias,
wieh or CLI clients.

https:lflasher.eshtastic.orgl
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Setting Up Your Meshtastic Device: iPhone Software

No SIM & 1:07 PM -

/A ) 3648

Bluetooth

No SIM & 1:06 PM - No SIM & SOS only &
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Bluetooth

< Bluetooth
CHANNEL DETAILS

LoRa Config

Name
. Bluetooth Pairing Request : Configu - .
Please set a region i i & v
ConneCted Rad IO “Meshtastic_3648" would like to pair ConneCted Radlo 9 Key Size 128 bit © <:'_z
with your iPhone. Enter the code
shown on “Meshtastic_3648". Do not OPTIONS Vv United States
do anything on “Meshtastic_3648" Meshtastic 3648 ’ Key
No device connected until pairing is complete. BIENaMe: ) European Union 433mhz
3648 veshtastic_364s guion ChannelRole  Disabled | Secondary |
Firmware Version: 2.4.0 The reg European Union 868mhz
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Setting Up Your Meshtastic Device: Android Software
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LongFast

Your Name Region 0 LongFast 0 LongFast X

Meshtastic 3648 UNSET ~

You must set a region! Channel Name

(oD

Choose a device to be
managed by Meshtastic

O None (disable)
@ Meshtastic_3648

i @

Uplink enabled

3  Meshtastic_3648

IP Address:

Channel options
Long Range / Fast

[CJ Provide phone location to mesh

Downlink enabled

Position
DISABLED

Cancel “

Don't allow

Channel options
Long Range / Fast

Anonymous usage
[T statistics and crash
reports.
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Meshtastic Workshop

Understanding Meshtastic Concepts: A Multi-Layer
Approach

Naive Flooding for Multi-Hop Messaging

Reliable Zero Hop Messaging

Unreliable Zero Hop Messaging

LoRa Radio

e AP



Meshtastic Workshop

Layer 0: LoRa Radio - The Foundation of Meshtastic
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Meshtastic Workshop

Layer 1: Unreliable Zero Hop Messaging -
Conventional Packet Transmission
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Meshtastic Workshop

Layer 2: Reliable Zero Hop Messaging - Ensuring
Message Delivery
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Meshtastic Workshop

Layer 3: (Naive) Flooding for Multi-Hop
Messaging - Extending Message Range
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Meshtastic Workshop

Optimizing Network and Landscape Topology for
Reliable Coverage
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Meshtastic Workshop

Optimizing Network and Landscape Topology for
Reliable Coverage

Well-placed Relay

Sender Recipient

Obstruction
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Meshtastic Workshop

Security Considerations for Meshtastic Users
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Meshtastic Workshop

Practical Use Cases for Meshtastic and LoRa

Rural Area Outdoor Disaster
Connectivity Adventures Response
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Key Ta S

Meshtastic and LoRa: Decentralized, off-grid chat a
with phone and LoRa radio.

Encryption: Uses encryption for secure messaging. Channel keys
ensure privacy.

Network Topology: Clear lines of sight and strategic
placement of nodes enhance reliability.
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Practical Use Cases: Ideal for emergency communication, I
and community or mobile networks in remote areas.

B )Y (a7’ QUESTIONS?
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